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Adware is becoming one of the most significant threats to users of computers, both Windows PCs and Macintoshes. Besides causing annoying changes in the performance of a web browser, it can also be used to convince you to allow a nefarious stranger access to your computer.

Case in point: A member of MacWaves, the Macintosh User Group part of BCUG, emailed me about a recent experience. I’m quoting her email:

“This afternoon, when going to a website, I received a message that my computer was infected by a virus — I could not do a force quit from Safari, nor could I get rid of that 

message —it wasn’t a mail message — it came up right in the middle of my screen —on the message with the warning about the computer being infected by a virus, there was a number to call, which, out of desperation, I called [that number], and was told I reached Apple Support.

“I was told that they were getting a number of calls from people who were receiving the same message — and this gentleman would see what he could do to help — by looking at my desktop!! I’ve done this a number of times with Apple, and did allow it. (I am kicking myself about doing this—but never had a problem whenever Apple did this in the past.)  Not sure what he did — numbers kept appearing, and after 5 or more minutes, he said that he would share the diagnosis with the ‘Apple anti-hacking team’ and remove the virus — that would take 40 - 50 minutes. He said it was due to a Zeus Malware??? 

Never heard of it!  

“When I heard that, I told him that I would prefer to take my computer to the Apple store and have them do whatever — he told me that they would not be able to fix it as it was a network problem —and it was a virus affecting lots of computers in my area.

“I said I had his number and would get back to him after I consulted my Mac User Group or Apple. He said I would have to get back to him within 30 minutes or they would not be able to help; then I knew something was wrong.

“I called Apple — they told me it was a scam — and the gal I spoke to went over everything (checking my desktop, etc. as well as library, apps, documents, etc.) and everything seemed to be fine. I told her I was locked out of Safari and could not even do a Force Quit. Everything seems to be corrected and she also had me install MalwareBytes for Macintosh on my computer.

“Not sure why I was so gullible at first — should have known better than to listen to this guy — especially with his accent, the poor connection which I kind of knew must have been out of the US— but he said he was in California —with the Apple anti-hacking team!!!

“I learned my lesson — hope they were not able to get any info from my computer — Apple said they thought everything was O.K.

“Since then, I changed a couple of my more important passwords just in case — and will probably change a few more.”

The email is pretty self-explanatory, so I will only give some advice to Macintosh users:

If you see a pop-up window like this, do not do what it tells you to do.  Instead, try to quit the web browser you’re using. If it won’t quit, click on the Apple Menu icon on the left side of the menu bar, choose the Force Quit command. In the window that appears, choose the name of the web browser and click Force Quit (Command-Option-Escape), then click OK.

If you have a different web browser on your Mac, use it to download MalwareBytes for Mac, the renamed AdwareMedic, install it via opening the downloaded .dmg file and drag-and-drop the MalwareBytes for Mac icon onto the Applications folder icon, then launch it from the Applications folder and use it to scan for and remove adware. 

If for any reason you can’t do that, contact Apple Tech Support.
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